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Black Friday and Cyber Monday Scams - Part A

With Black Friday and Cyber Monday being just right around
the corner, shoppers need to become aware of the potential
fraudulent threats that might be coming their way. In 2021,
approximately $20 billion was spent online between Black
Friday and Cyber Monday. The abundance of budget-
conscious shoppers getting ready for the holidays also comes
with cyber-criminals getting ready to attack. According to the
Better Business Bureau, 35% of fraud reports in 2021 came
from online scams. In this newsletter, BCSI is here to inform

you about a few types of Black Friday and Cyber Monday scams and how to avoid them! ​

The Fake Order Scam

With most people having multiple online orders in transit during the holiday season,
scammers may attempt to slip into your mailbox or text messages by sending you fake
order confirmation links or downloadable attachments. These attachments will try to get
you to download malware or visit a fake website, ultimately stealing your personal
information.

Although keeping tabs on your orders may get tricky, the best way to avoid these types of
scams is to go directly to the official website from which you purchased your orders
instead of clicking on any links or attachments!

Browser Extensions

During the holiday season, there tends to be an overflow of downloadable “money-saving”
browser extensions, which are offered and targeted toward online shoppers looking for
great blowout deals! Although some are legitimate, many are not. Scammers want you to
download their fake browser extensions so that they can use the malicious software hidden
inside to phish out your data.

If you want to download a “money-saving” browser extension, do your research before you
go ahead with the download. It is also important to note that most of the Black
Friday/Cyber Monday deals will be largely broadcasted on the front page of a retailer’s
website, so there’s no need to download a possibly detrimental browser extension.
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If you or anyone you know have been a victim of a cryptocurrency fraud either through
enticement, fake investment platforms, social media  scams, or even mining frauds,

please reach out to us for a free consultation with one of our experienced investigators at
604-922-6572 or via email at info@picanada.ca.

For more information about us and the types of services we offer, please visit our website
to learn more at www.picanada.ca. 

Visit our
Website

      

BCSI Investigations | 104-2420 Marine Drive, West Vancouver, V7V 1L1 Canada

Unsubscribe bcsgroup2@shaw.ca

Update Profile |Constant Contact Data Notice

Sent bybcsgroup2@shaw.cain collaboration
with

Try email marketing for free today!

https://www.picanada.ca/professional-services/private-investigations-for-individuals/online-dating/
https://www.picanada.ca/professional-services/private-investigations-for-individuals/social-media-matters/
https://www.picanada.ca/
http://www.picanada.ca/
https://www.picanada.ca/
https://www.facebook.com/pages/BCSI-Investigations/310752609093381?sk=timelinhttps://www.facebook.com/BCSI-Investigations-310752609093381
https://www.instagram.com/bcsi.investigations/
https://www.linkedin.com/company/bcs-investigations
https://twitter.com/PICANADA
http://www.constantcontact.com/legal/about-constant-contact
mailto:bcsgroup2@shaw.ca
http://www.constantcontact.com/index.jsp?cc=nge&rmc=VF21_CPE&nav=68395007-2b1a-4f24-ab1d-39deeedec84a
http://www.constantcontact.com/index.jsp?cc=nge&rmc=VF21_CPE&nav=68395007-2b1a-4f24-ab1d-39deeedec84a

	The Investigato﻿r Newsletter
	About us


